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Definitions 4

if K is a key and M is a message, encryption can be seen as

e : K ×M → C

where C is the encrypted message.
Decryption will then be:

d : K × C →M

Notes
I if K is the same for encr. and decr. the cipher is

symmetric and asymmetric otherwise;
I d(k, e(k,m)) = m.
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Example - VERNAN crypting code 5

A message m can be presented by a series of digits mj :

m =

nM−1∑
j=0

mj2
j .

The VERNAN encryption is

e(k,m) = (kn−1

2
⊕mn−1, ..., k0

2
⊕m0)
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Example - VERNAN (de)crypting code 6

The VERNAN decryption is

d(k, e(k,m)) =

= (kn−1

2
⊕ kn−1

2
⊕mn−1, . . . , k0

2
⊕ k0

2
⊕m0)

= (mn−1, . . . ,m0) ≡ m

(kj
2
⊕ kj = 0)



Quantum encryption without entanglement

C.H. Bennett, G. Brassard, in Proceedings of IEEE International Conference on
Computers, Systems, and Signal Processing, Bangalore, India (New York, 1984)



No spies! 8

I generate a random bit sequence (the key) which is only
known to Alice and Bob

I A. and B. can tell if the key was listened to (eavesdropped).

A. has many qubits and she randomly applies σz or σx to them.
A. sends the qubits to B. who also randomly applies σz or σx to
them.
A. and B. exchange info via a public channel for (the indices of)
the qubits measured with the same operator, i.e. the same
corresponding σz and σx which should give the same
eigenvalues. They exchange a subset of same- and not
same-operator measured results and compare. If they the results
are consistent then the transmission is not eavesdropped:
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With spies! 13

The spy is called Eve (E.) .
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Quantum encryption with entanglement

A. Ekert, Phys. Rev. Lett. 67, 661 (1991)



One of the qubits belongs to Alice and the other one belongs to
Bob. They need to exchange a crypting key. Alice measures∑A

nA = nA.σ where nA is one of the directions
{
n1, n2, n4

}{
n1, n2, n4

}
. For each qubit she applies a randomly chosen ni.

Bob does the same but applies randomly
{
n2, n3, n4

}
to∑B

nB = nB.σ.

B. and A. inform each other via a public channel which
directions nA and nB they used. However, they keep the
observed values, that is, the measurement results, secret!
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Two sets of measurements depending on the directions
I one set, where they happened to have measured in

the same direction nA = n2 = nB or nA = n4 = nB. In this
case A. and B. will have opposite values of the
measurements.

I a set, where they happened to have measured in
different directions nA 6= nB. In this case not only the
directions but also the values sXni

(X ∈ {A,B} and
ni ∈ {1, ..., 4}) are exchanged.



Eavesdropping 20

In case of eavesdropping the composite system will be in a
separable state |φ〉 ⊗ |ψ〉 before Alice and Bob perform their
measurements.

In such a state the following statement holds:
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Qiskit on quantum key distribution 21

https://qiskit.org/textbook/ch-algorithms/
quantum-key-distribution.html

https://qiskit.org/textbook/ch-algorithms/quantum-key-distribution.html
https://qiskit.org/textbook/ch-algorithms/quantum-key-distribution.html
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T H A N K Y O U F O R

Y O U R A T T E N T I O N!

Б Л А Г О Д А Р Я З А

В Н И М А Н И Е Т О !
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