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The Nobel Prize in Physics 2022

How entanglement has become
a powerful tool

Using groundbreaking experiments, Alain Aspect, John Clauser and Anton
Zeilinger have demonstrated the potential to investigate and control
Darticles that are in entangled states. What happens to one particle in an
2ntangled pair determines what happens to the other, even if they are
really too far apart to affect each other. The laureates’ development of
2xperimental tools has laid the foundation for a new era of quantum
echnology.

Related articles

Press release: The Nobel Prize in Physics 2022
Popular information: How entanglement has become a powerful tool

© Johan Jarnestad/The Royal Swedish Academy of Sciences

https://www.nobelprize.org/prizes/physics/
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Definitions

if K is a key and M is a message, encryption can be seen as

e: K xM—C

where C' is the encrypted message.
Decryption will then be:

d:KxC—>M

Notes

» if K is the same for encr. and decr. the cipher is
symmetric and asymmetric otherwise;

» d(k,e(k,m)) = m.
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Example - VERNAN crypting code

A message m can be presented by a series of digits m;:

ny—1

m = E mj2j.
Jj=0

The VERNAN encryption is

2 2
e(k7 m) = (kn—l D mp—1, ..., kO S mO)

Encryption| Message m=0 0 1 0 1 1 0 1
2 2 2 2 2 2 2 2

Key k=1 0 0 1 1 0 0 0

Ciphertext| ¢=e(k.m) = 1 0 1 1 0 1 0 1

Decryption| Ciphertext c=1 0 1 1 0 1 0 1
2 2 2 2 2 2 2 2

Key k=1 0 0 1 1 0 0 0

Message m=0 0 1 0 1 1 0 1




Example - VERNAN (de)crypting code
P——

Encryption| Message m= 0 0 1 0 1 1 0 1
) ) 7 ) ) ) 7 )

Key k=1 0 0 1 1 0 0 0

Ciphertext| c¢=e(k.m) = 1 0 1 1 0 1 0 1

Decryption| Ciphertext c 1 0 1 1 0 1 0 1
2 2 2 2 2 2 2 2

52] S 53] 52 S 53] ® S

Key k=1 0 0 1 1 0 0 0

Message m=0 0 1 0 1 1 0 1

The VERNAN decryption is

d(k,e(k,m)) =

2 2
= (kn—l ©® kn—l DS Mmp—1,... ,k‘o S kO 6B'rnO)

= (Mmp—1,...,Mmg) =m
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Quantum encryption without entanglement

Theoretical Computer Science 560 (2014) 7-11

Contents lists available at ScienceDirect

Theoretical Computer Science

www.elsevier.com/locate/tcs

Quantum cryptography:
Public key distribution and coin tossing ~

Charles H. Bennett?, Gilles Brassard?

@ IBM Research, Yorktown Heights NY 10598, USA
b Département IRO, Université de Montréal, Montréal, QC, H3C 3]7 Canada

C.H. Bennett, G. Brassard, in Proceedings of IEEE International Conference on
Computers, Systems, and Signal Processing, Bangalore, India (New York, 1984)
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No spies!

—

» generate a random bit sequence (the key) which is only
known to Alice and Bob

» A. and B. can tell if the key was listened to (eavesdropped).

A. has many qubits and she randomly applies o, or g, to them.
A. sends the qubits to B. who also randomly applies o, or o, to
them.

A. and B. exchange info via a public channel for (the indices of)
the qubits measured with the same operator, i.e. the same
corresponding o, and o, which should give the same
eigenvalues. They exchange a subset of same- and not
same-operator measured results and compare. If they the results
are consistent then the transmission is not eavesdropped:



Identity

Phase-factor

Phase-shift

PAULI-X
or Q-NOT

PAULI-Y

PAULI-Z

HADAMARD

Pla) =

X =0
Y =0
Z.=o0;
H:= 207



For qubit no. 1 2 3 4 5 6 7 8 9 10 11 12
Alice chooses randomly one of the observables o, or o,. Suppose
she measures

Alice’s observable o, Oy Ox Og Oy  Ox Oy o; o; Oy oy O;

and observes

Alice’svalue +1 -1 -1 +1 +1 -1 +1 -1 41 +1 +1 +1
The qubit is then in the

qubit state | T¢) [lg) 1) [Ta) |12) [ds) [Te) [} [12) [Te) |1s) [1a)

Alice sends the qubits thus prepared to Bob. He chooses for each qubit



Bob’s observable

Bob’s value

observables were

Alice sends the qubits thus prepared to Bob. He chooses for each qubit
randomly one of the observables o or oy. Suppose he measures
O; Ox O O; O; Ox O Oz Ox Ox O; Oz

Z Z

and observes

-1 -1 -1 +1 +1 -1 +1 -1 +1 +1 -1 +1

Alice and Bob publicly compare for which qubit they have measured
which observable. But they do not reveal the outcome of the measure-
ment, that is, the observed value. They thus divide the qubits into a set

where they chose either the same observable or different ones. Measured

- Bl BEll- Bll- Bll- Bll- E



observables were # = : #+ = + = + — # _ £ _

If they have chosen the same observable, their measured values have to
agree. As a control they compare publicly every second of the observed

values where they measured the same observable:

control-value Alice Sl —1 Sl

control-value Bob +1 —1 +1

100% agreement in comparison of control values implies:

with a probability increasing with the number of control values the
qubits have not been read between the measurements by Alice and Bob.
Use the observed values in the remaining cases where both measured
the same observable as joint, secret, and random

bit sequence: —1 —1 +1




With spies!
—

The spy is called Eve (E.) .

13

For qubit no. 1 2 3 4 5 6 7 8 9 10 11 12

Alice randomly selects one of the observables o, or o, and measures
Alice’s observable 6y o0y Oy O Oy Oy Oy O Oz Oy Oy O;

and observes

Alice’s valee +1 -1 -1 +1 +1 -1 +1 -1 +1 +1 +1 +1

The qubit is then in the
qubitstate | Tx) [lz) [lz) [T2) |T&) [le) [Te) [la) [12) [Ts) [Te) |1

Alice sends the thus prepared qubits to Bob. Eve intercepts the qubit,

z

)




With spies! 14
—

Alice sends the thus prepared qubits to Bob. Eve intercepts the qubit,
but does not know, in which state it is. Thus, Eve measures

Eve’s observable o Oy Oy o; O: Oy loft Oy Oy Oy O O-
and observes

Eve’svalue -1 -1 -1 +1 -1 -1 +1 -1 +1 41 +1 +I

The qubit is then in the
qubitstate | [3) [lz) [lo) [T2) 112 [le) [T2) [l |Te) |[Ta) 1T2) [12)

and is passed on from Eve to Bob. He randomly selects one of the
observables o or o, and measures

Bob’s observable 6, oy o©0; o©; O0; Oy O 0, Oy Ox O; Oy

He observes
Bob’svalue -1 -1 -1 +1 -1 -1 +1 +1 +1 +1 +1 +1




With spies!
—

He observes
Bob’svalue -1 -1 -1 +1 -1 -1 +1 +1 +1 +1 +1 +1

Alice and Bob publicly compare for which qubit they have measured
which observable. But they do not reveal the outcome of the measure-
ment, that is, the observed value. They thus divide the qubits into a set
where they chose either the same observable or different ones. Measured
observables were # = = # = - Bl BB Bl B
If they have chosen the same observable, their measured values have to
agree and as a control they compare publicly every second of the
observed values where they measured the same observable:
control-value Alice el —1 Hrll
control-value Bob 4l Sl +1

33% disagreement in the control values implies eavesdropping.

Discard all qubits sent and start all over with a new sequence.

15




Quantum encryption with entanglement

A. Ekert, Phys. Rev. Lett. 67, 661 (1991)



1 1
7 %(\Tﬁ>®|lﬁ>*|lﬁ>®|Tﬁ>)
One of the qubits belongs to Alice and the other one belongs to
Bob. They need to exchange a crypting key. Alice measures
Z;?A = n?.0 where n? is one of the directions {nl, n?, n4}

{nl, n?, n4}. For each qubit she applies a randomly chosen n’.

) = —=(0e[l)-1)e[0) =




1 1
E(|0>®|1>*\1>®\0>) = E(\ Ta)@| la) =1 la) @] Ta))

One of the qubits belongs to Alice and the other one belongs to
Bob. They need to exchange a crypting key. Alice measures
Z;?A = n?.0 where n? is one of the directions {nl, n?, n4}

{nl, n?, n4}. For each qubit she applies a randomly chosen n’.
Bob does the same but applies randomly {nz, n3, n4} to

ZSB = TlB.O'.
. CoSV;
A=| 0 | eSp forie{l,...4}

sinv;

) =

vfin vfﬁ v3=0 vfﬁ
1*4 2*2 3= 4*4

B. and A. inform each other via a public channel which
directions n? and n® they used. However, they keep the
observed values, that is, the measurement results, secret!




Bob
measures T4

Alice
measures Zl::A
|in direction A? = |in direction A® =
a1 a2
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Two sets of measurements depending on the directions

» one set, where they happened to have measured in
the same direction n = n? = n? or n* = n* = nB. In this
case A. and B. will have opposite values of the
measurements.

P> a set, where they happened to have measured in
different directions n”* # n®. In this case not only the
directions but also the values s\ (X € {4, B} and
n; € {1,...,4}) are exchanged.




Eavesdropping

In case of eavesdropping the composite system will be in a
separable state |¢) @ [i)) before Alice and Bob perform their
measurements.

20




Eavesdropping 20

In case of eavesdropping the composite system will be in a
separable state |¢) @ [i)) before Alice and Bob perform their
measurements. In such a state the following statement holds:

Proposition 4.8 In any separable state |@) @ |yr) € HA ® HE the expectation
values of spin-observables Ef/:f ®Z§ in arbitrary spin-directions 2" with i €
{1,...,4} satisfy the CHSH variant of the BELL inequality, that is,

A B A B
’<Zﬁ| ezh)  —(Zmozh) <2

+<Zf‘ zi> <Zf‘ z?>
Py i S WW+ i S ooy |




Eavesdropping

In case of eavesdropping the composite system will be in a
separable state |¢) @ [i)) before Alice and Bob perform their
measurements. In such a state the following statement holds:

Proposition 4.8 In any separable state |@) @ |yr) € HA ® HE the expectation
values of spin-observables Zf/:f ®Z§ in arbitrary spin-directions 2" with i €
{1,...,4} satisfy the CHSH variant of the BELL inequality, that is,

’<z§, osf) —(Zhesp)  +(Zhesh)  +(Zherh) <2
TASE — S A 1))
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Eavesdropping 20

In case of eavesdropping the composite system will be in a
separable state |¢) @ [i)) before Alice and Bob perform their
measurements. In such a state the following statement holds:

Proposition 4.8 In any separable state |@) @ |yr) € HA ® HE the expecmrion
values of spin-observables ZA ®ZB in arbitrary spin-directions 2" with i €
{1,...,4} satisfy the CHSH varzam of the BELL inequalify, that is,

A B A B
’<zﬁ. ezh)  —(Zmozh)

=4 zﬁ> <z{‘ z?> <2
tpw+< i S w>’<w+ S ooy |
YAYB _

DT - T A0

ij rem}?

If ‘Z{‘l 3B _3A3B | 3A3E +zﬁzﬁ‘ ~2y2 = exchange is secure,
n n n n n n n n

it S4B TASE  SA3B (3ASE|< 2 - Ccavesdiopping
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Qiskit on quantum key distribution

https://qiskit.org/textbook/ch-algorithms/
quantum-key-distribution.html

21



https://qiskit.org/textbook/ch-algorithms/quantum-key-distribution.html
https://qiskit.org/textbook/ch-algorithms/quantum-key-distribution.html
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