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RSA

R.L. Rivest, A. Shamir, L.M. Adleman, Commun. ACM 51(2), 2738 (1978)



m =

nM−1∑
j=0

sj2
j ∈ {0, . . . , NM}

The Receiver
I picks two primes p 6= q with p, q > NM ;
I finds an integer a : gcd (a, (p− 1)(q − 1)) = 1;
I calculate N = p.q ∈ N;
I publishes the public key kpub = (a,N).

Any Sender
I encrypts his plaintext m ≤ NM < N by calculating

e(kpub,m) := ma mod N

I and sends the ciphertext c = e(kpub,m) on public channels
to the Receiver.

The Receiver
I finds b : a.b mod (p− 1)(q − 1) = 1;
I uses kpriv = (b, N) as the private key and decrypt

d(kpriv, c) := cb mod N . Then d(kpriv, e(kpub,m)) = m !
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∼ 2000 CPU-years (on “2.2 GHz 2 GB RAM Opteron”)



Shor’s algorithm

P. Shor, in Proceedings of the 35th Annual Symposium on Foundations of
Computer Science (IEEE Computer Society Press, 1994), pp. 124–134



The number of computational steps SSHOR(N) in SHOR’s
algorithm to factorize N satisfies

The factorization of a number of the order of 101000 with a
quantum computer would thus require a number of steps of the
order of 109.

The factorization of a number N is equivalent to finding the
period of a given function and finding this period can be
accelerated with the help of a quantum algorithm.
Notes:

I N must contain at least two distinct prime factors, i.e if p is a prime and
N = pνp then the Shor’s algorithm is not “reliable enough”;

I we consider N to be an odd integer.
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The factorization of a number N is equivalent to finding the period of a function

and finding this period can be accelerated with the help of a quantum algorithm.

The function fb,N (n) is periodic:

and the period of a function is:

r := min{m ∈ N |f(n+m) = f(n),∀n ∈ N0}

The period of the function fb,N (n) is order of (b mod N), i.e.
ordN (b) := min{m ∈ N |bm mod N = 1}.
b is a natural number b < N which has no common divisor with
N (otherwise, the problem is solved).
With the Shor’s algorithm we can determine this period in a
number of computational steps, which for N →∞ grows
asymptotically as O((log2N)3).
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If the period is odd, we choose a different b with gcd(b,N) = 1
and again determine the period of fb,N . This is repeated until a
b is found such that fb,N has an even period r ∈ N!

Let r is an even period of fb,N , i.e. br mod N = 1 =>
(br − 1) mod N = 0 =>

(br/2 + 1)(br/2 − 1) mod N = 0.

=> N and (br/2 + 1) (br/2 − 1) have common divisors and via
the Euclid’s algorithm to N and (br/2 + 1) or to N and
(br/2 − 1) we obtain a factor of N .
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1. Preparation of the input register and the initial state
2. Exploiting massive quantum parallelism
3. Application of the quantum FOURIER transform
4. Probability in measurement of the input register
5. Probability to find r as the denominator in the continued

fraction approximation
6. Aggregation of the number of computational steps
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T H A N K Y O U F O R

Y O U R A T T E N T I O N!

Б Л А Г О Д А Р Я З А

В Н И М А Н И Е Т О !
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